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Digital communication by active-passive-decomposition synchronization in hyperchaotic systems
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In this paper we investigate the digital speech communication by active-passive-decomp@sfion
synchronization in a hyperchaotic system with a one-way coupled ring map lattice with fandile present
an analysis of the synchronous principle, synchronization time, and the sensitivity of synchronization to the
parameter differences. Experiments as well as theory demonstrate that the APD method leads to secure encod-
ing, short time synchronization, and recovery without erf84.063-651X%98)01609-2

PACS numbegs): 05.45+b, 89.70+c

I. INTRODUCTION analytically the synchronization time and the sensitivity of
synchronization to parameter differences. It quantitatively

Chaos synchronization makes it practicable to synchropresents the theoretical support to the security of hypercha-
nize two chaotic systems that indicate the sensitive deper®tic systems in digital communication. We perform a speech
dence on initial conditions and arouses great interest in lighgommunication experiment by the APD technique. The ex-
of its potential applications. Recently, the use of chaos synPerimental results not only support our analysis, but also
chronization in private communication has been investigateglemonstrate that APD synchronization imOCRML sys-
by several authorisl—5]. By synchronization, an information tems leads to secure encoding, short time synchronization,
signal modulated by a chaotic signal as a broadband carriénd recovery without error.
can be recovered efficiently. As it is known, most investiga-
tions of private communication that focused on low- Il. ANALYSIS
dimensional chaotic system did not make the best use of . . - L .
antideciphering. A hyperchaotic system, even a spatiotempo- We investigate the digital communication using APD syn-

ral chaotic system, can make any imitation of keys and attacﬁhromzat'on in than-OCRML system. The dynamics of the

against communications more difficult and the communicaSYStems can be described as follows: For the transmitter

tion efficiency can be greatly enhanced. Therefore, their ap- _1_
plication has become a popular todi8,6]. Recently, Ko- xa(n+1)=(1=e)f0an)u) +9Mn),
carev and_ 'Parlitz[Z] have propo_sed' their' active—passive- xi(N+1)=(1— &) fx(n), i)+ €F (X4 1(N) i 1)
decomposition (APD) synchronization in continuous
systems. It has turned out that this technique not only yielded (i=2,... m=1), 1)
a recovery without errors but also led to a more secure en-
coding. Thus it is very useful for private communication in Xm(N+21)=(1— ) fXm(N), m) + €mf (X1(N), 1),
hyperchaotic system.

Generally, it is difficult to find a region in parameter g(n)=e1f(Xa(n), pz)+s(n),
space where hyperchaos exists. Therefore, Kocarev and Par- )
litz suggested a method that constructs high-dimensiongtnd the receiver
synchronization system using low-dimensional systems as , , ,
building blocks. Despite this, for a bit high dimensional sys- yi(n+1)=(1-e)f(ys(n),u1)+g'(n),
tem, in particular a spatiotemporal chaotic system, it is dif- , R ,
ficult to realize under the actual perturbed environment since  Yi(N+1)=(1—€)f(yi(n),u)+ € f(yira(n),uisa),
the inevitable errors of a continuous system exist. In recent 2
years, with the development of the digital technique, there  Ym(N+1)=(1—€n)f(Ym(n), up)+ enf(ys(n), ul),
has been a great interest in the dynamics of the coupled map
lattice for its easy realization, computation efficiency, and s'(n)=g'(n)— e;f(ya(n), u3),
rich spatiotemporal characteristi@,8]. Moreover, in some . ) )
parameter regions, it can produce spatiotemporal chaos. Thderem is the length of the OCRMLE; is the coupling
it is natural to consider this system as the high-dimensiona¢onstant,u; is the nonlinearity of the nonlinear function
chaotic dynamic model to investigate synchronization and (Xi(n),x;), the subscript denotes the lattice site indexjs
digital private communication. the discrete timeg(n) is the transmitted signal of transmit-

In this paper we investigate speech communication byer, g'(n) is the received signal of receives(n) is the in-
APD synchronization in a one-way coupled ring map latticeformation signal, and’(n) is the recovered signal. Consider
with lengthm (m-OCRML). We investigate the synchronous the receiver as a copy of the transmitter, i§+ €/, u;
principle of mOCRML hyperchaotic systems and derive =,uj’ , andg(n)=g’(n) (j=1, ... m). With the decompo-
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sition[2] given byg(n)=e;f(X,(n),u,)+S,, the difference  The criteria for convergence @& (n+1) to zero depend on
equations fore;(n+1)=y;(n+1)—x;(n+1) are the conditional Lyapunov multipliers calculated from the ei-
genvalues of the produg9]
ey (n+1)=(1-€)fy ey(n),

e(n+1)=(1-¢)f ei(n)+ef,  e1(n), () J=nl:[1 Dy&(€1,85,....m), (4)
em(N+1)=(1-em)fy em(n)+enfy ei(n). where
|
(1-e)fy, 0 0 0
0 (1-e)fy, €2fx, 0
D,e= 0 0 (1-e)fy, - 0 . (5
Emfxl 0 0 (1_6m)fxm

We assume that thé,_ are bounded. Approximately, with of Auij=u;—u andAe;=€,—¢€
i K= K M i~ €

e]—>1 the absolute values of the eigenvalugs|=|(1  =s(n)—s’(n).

])f <1 leade; of Eq. (3) to converge to zer¢t should First, considering the influence ofuj=u;—u on
be confirmed further by the calculation of the conditionalAS(n)=s(n)—s’(n), Eq.(3) leads to
Lyapunov exponenjsSo synchronization between the trans- —(1_
mitter and the receiver with the different initial conditions is eunt )= e)lhge(m+1, Apl,
realized. Then the recovered sigsa(n) is solved as

i , respectively, oms(n)

e(n+t1)=(1—e)[fye(n)+f,Au]
s'(nN)=g"(n)— e f(y2(n), u3) +a[fy ea(m+f, Auial, (6

= e{f(xa(n), 2) = F(y2(n), u2)} +s(n)~s(n). 6 (n+1)=(1— e[, en(n)+f, Au]
m m/L ¥ x,©m Hm m

In a real digital communication experiment, the efficiency of + ém[fxlel(n)+ fmA'ul]'
communication is affected by at least two factors: synchro-
nization timeTg and deviation of the system parameters. For
communication, a short synchronization time is important in'-€
practice. We estimate the shortest synchronization time of
the mOCRML system as follows. Withe;— 1, tj(n+1)

=(1-¢;)f, t:(n) will converge to zero very quickly. Gen-

( ) Bty (n) ge Y quickly Taking the linear approximation oAu, and replacing
erally, the convergence rate will approach a certain value s? e;(n) with e (n+1) andA etc., we solveAs(n) as
that convergence is achieved at the next iteration. Following*i™’ ! Hi»

this rate,e;(n+1)—0 leads toe,(n+2)—0, e,(n+2)
—0 leads toe,_1(n+3)—0, and so on. Finallye,(n As(n)=s(n)—s'(n)
+m)—0. Therefore, the shortest synchronization time can
be given asTs=m. In other words, the length of the lattice = en{f(ya(n), wa) = F(xa(N), 1)}
determines the fastest rate of digital communication.

The sensitivity of synchronization to parameter differ- =ex{fy,ea(n)+f,,Aus}
ences is another important factor that influences synchroni-
zation. On the one hand, it may cause difficulty in synchro- ( 1)i1—[ .
nizing two chaotic systems. On the other hand, even under m oy
the same initial conditions, the slight deviation of parameters = E
between two systems may lead to remarkably different re-
sults. Therefore, for secure encoding, the sensitivity to the j=2
deviation of parameters is very important for private commu-
nication. In high-dimensionah-OCRMC system, the devia- m+1
. dime ; (—1)™ ] e
tions of the nonlinearitys; and the coupling constae} are j=1 )
the main parameters that influence synchronization. Obvi- t—m— [fxe(m+f, Au]. (8
ously, the sensitivity of synchronization to these parameter H (1
differences should be investigated. We consider the influence j=2

Here we definegj(n+1) as the principal matrix solution,

éj(n+1):DXé](n) (7)

e(n+1)
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FIG. 1. System diagram of digital speech communication by the ([As(n)]?)

APD method.

With Aw;=0, j#I1, 1#1, andj=1,2,..m, we obtain the

asymptotic solution

-1 | (= 1>'H €
As(n)= 2 - ¢(n+1)
Il (1-¢)

i=2

'H &

+—|—e|(n+1) 9
I (1-¢)
]=2
9|(n+1):(1_6|)fM|A/.L|°é|(n+l),
where o denotes convolution, i.e., x(n)ey(n)

=3 = _.X(m)y(n—m). With ¢/(1—¢)>1, keeping the
highest-order term, the mean-square valuésfn) is

V([As(n)]?) —ell_[[ }Am\/qf °g(n+1)1%).

(10

As an average Va'UQ/((fM|°é|(n+l))2> is nearly constant

with time and thus\([As(n)1?) is linear with Ay, . It is

seen that/([As(n)]?) is amplified multiplicatively with the
increase ofl. Therefore, the selection dfis important to

improve the sensitivity of synchronization to parameter dif-
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=1
JASME = -
Il (1-¢)
j=2
XA p{([f 281 (n+1)o8y(n+1)
—f,ce(n+1)]3)}? (11)

The first term of the root-mean square is much smaller than
the second one, thus

ol [

)Aﬂl\/<[f ce(n+1)71%),
(12)

which states that/([As(n)]?) increases linearly with the
increase ofAu,. Also, the sensitivity to the difference of
Apuq increases with the increase of the length of the lattice
m. With largem, the slight deviation of\ u, leads to a large
distortion in the recovery of information. Therefore, rim
OCRML systems, the hyperchaotic system benefits from se-
cure encoding.

Further, investigating the influence of the deviation of the
coupling constantsA€j=¢€j—€; on As(n)=s(n)—s’(n),
we rewrite Eqs(3) as

ey(n+1)=—f(xy(n),u)A e+ (1—e1)fy €1(n),

e(n+1)=—f(xi(n),u)Ae+(1-€)fye(n)

T EXi2(n), pwiv DA€+ €fy  €41(n),

em(n+1)=—f(Xn(n),um)Aen+(1— Em)fxmem(n)

() m)A et enfrea(n)  (13)

Similarly, we obtain
mo| (- 1)'[[ €

As(n) =22 _—
J];[2 (1—¢)

{ei(n+1)

A (X, mi) = F (X1, mi1) 1}

ferences. It is known that for convection in a flow system, a
single local disturbance will be amplified as it is convected

through the spatial exteffi0]. In mOCRMC systems, the
effect thatA u, has on the lattice will be amplified through

convection with the decrease of the index for the lattice sites.

In particular, the effect oA w, will be convected through the
whole lattice. Therefore, its influence on the sensitivity is
most significant. Performing some reasonable approxima-
tions and substitutions, we solve the mean-square value of
As(n) as

m
(— 1)m+1j];[l €
i, p)Ae+ —f——

[[ (1-¢)
|=2

X fy, (= F(Xp,m1) A€oy (n+1)), (14
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FIG. 2. Modulation or detection process, where 10 and the values in the plots have been normalized (@hHaformation signabk(n),
(b) recovered signas’ (n), and(c) transmitter sequenag(n) are shown. Their frequency spectra arddi (e), and(f), respectively.

where we definef (X1, um+1) = f(X1,11). With Ag;=0,  the above results deviate from the linearity by degrees and
j#1, Eq.(14) can be reduced to approach saturation instead of infinity as predicted by Eqs.
(10), (12), (15), etc.

€

1_6']'

Ill. EXPERIMENT

J<[As<n>]?>=elj[12

R According to the analysis, we perform some experiments
X Aer{([fy,f(x1, 1)o@ (n+1)]7)}H2 on speech communication systems. Figure 1 illustrates the
(15) systematic diagram resulting from the study of private com-
munication by the APD technique. Here we take the cou-
pling constante;=0.99 and the nonlinear functioh(x;)
A similar result withA «; can be found. Thus we believe that =1—u;xf, where the nonlinear parametgr=1.9 corre-
in mOCRML systems the deviation of the parameters has &ponds to the single-site system in a chaotic state. We first
significant effect on synchronization as well as private com-consider synchronization between the transmitter and the re-
munication. Any slight perturbation of the parameters can beeiver. Synchronization occurs if all the conditional
amplified as a multiplication of series, which makes it diffi- Lyapunov exponents of the receiver are negative. However,
cult to imitate keys and decipher in digital communication.this does not exclude the hyperchaotic behavior of the trans-
However, it should be mentioned that this amplification re-mitter. With m=3, the positive Lyapunov exponent spectra
sulting from the deviation of system parameters will makeof the mOCRML systems aré.;=0.53,\,=0.51, andA;
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FIG. 3. Dependence of the synchronization timeon the lattice
lengthm. For the discrete tim&>T,, two systems are synchro-
nous within the computational accuracy.

FIG. 5. Dependence dd(As(n)) on the deviation of the cou-
pling constantAe; .

on the lattice lengtim for its importance in communication,
=0.49. The system with more than one positive Lyapunowhere T, is defined as the discrete time to satisfy A
exponent is hyperchaotic. When synchronization is achieved: (Um)= e (n)<10 8. It shows thafT increases with
by the APD method, the speech sigs@h) can be recovered the lattice lengthm. Particularly withe;— 1, our calculation
and it is of great quality in listening tests. Figure 2 illustratessypports the shortest synchronization tilie=m (here, for
the modulation or detection process, in whiok=10 and the  simplicity, we do not present thiE;~m curve). The experi-
information signal s(n) “Zhang Ping” in Chinese is mental results demonstrate that with=10, the synchroni-
sampled at 8 kHz. s(n), s'(n), andg(n) are plotted in  zation timeTs is it for the digital speech communication. To
Figs. 2a), 2(b), and Zc), respectively. In order to confirm stydy the sensitivity of synchronization to the parameter dif-
that no information is revealed in transmission we use a fasgrences, we defin®(As(n))= V=[S’ (n)—s(n)]Z=s(n)
Fourier transform routine to calculate the spectra of a Segas the test criterion. Figure(@ shows the relation between
ment ofs(n), s'(n), andg(n), which are shown as Figs. the slight perturbation of the nonlinear parametars; (j
2(d), 2(e), and Zf), respectively. Obviously, the information _ 1,...m) andD(As(n)), where the linesl(1, ... L10)
signal is masked in a broadband, noiselike signal, i.e., NRorrespond to the parameter differencésug, . . . ,A 1)
info_rmation signal is revealed in the transmis_sion_. In Fig. 3\we find that the sensitivity to parameter differences in-
we illustrate the dependence of the synchronization flipge  creases with the increase of the index for the lattice sites
(exceptApu,). Figure 4b) shows thatD(As(n)) increases
with the increase oA u, andm, where the linesl(1,...]. 4)
correspond ton=4,6,8,10, respectively. Some slight param-
1 eter differences have been amplified to the much distorted
results. For example, wheku,=2.0x 104, D(As(n)) ap-
proach 3, so that no speech can be heard in the recovered
E signals. Similarly, the relation between the slight perturba-
tion of the coupling constarie; andD(As(n)) is given in
Fig. 5. These relationF~m, Au;~D(As(n)), and Ae;

10
D(as(n))

L . B S 1 ~D(As(n)) are consistent with the theoretical predictions.
They are important for communication safety. Simply, we
Ay calculate the following. For one-dimensional chaos, suppose

that the probability of the imitation of the keyw, is LT
(whereT is determined by computational accuracy, €X.,
=10° with m=10 in our experiment. Then, for anm

10'F dimensional hyperchaotic system, this probability can be re-
ol . duced to (IN™ (e.g., 10 % with m=10 in our work. In
L particular, we have demonstrated that any error of param-
107 F 13 eters will make the distortion remarkably amplified as the
Dlastm) b 9 multiplication of the series. It is almost impossible to repro-
® duce the chaotic sequence to decipher from the transmitted
10°F signals without knowing all the details of theeOCRML
0t , , , , , hyperchaotic system. Hyperchaotic systems, particularly spa-
L L L tiotemporal chaotic systems, can lead to great security in
Ay, digital communication.
FIG. 4. Dependence db(As(n)) on the deviation of the non- V. CONCLUSION
linear parametersD(As(n)) is dimensionless(a) D(As(n)) vs
Ap; (j=1,...m), where lined 1, ... L10 correspond to the pa- We have studied digital speech private communication by

rameter differenced u,, . . ., Apg. (b) D(As(n)) vsAu,, where  the APD method in then-OCRML system. We presented
linesL1,...L.4 correspond to the lattice length=4,6,8,10. analytically the synchronous principle, synchronization time,
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and sensitivity of synchronization to parameter differencesnization in high-dimensional systems very useful and en-
Digital speech communication has been carried out. The resouraging for digital private communication.

sults not only support the theoretical prediction, but also

present a good experimental realization in digital communi- ACKNOWEEDGIMENT

cation by hyperchaotic synchronization. The security and re- The work was partly supported by the National Natural
covery without error made the application of APD synchro-Science Foundation of China.
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